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PROTECTION 
ACT  1998 

 



 

TTHHEE  DDAATTAA  PPRROOTTEECCTTIIOONN  AACCTT    
11999988  
 
 
The Data Protection Act 1998 (The Act) was brought into full 
force on 1st March 2000. 
 
This booklet provides you with some important guidelines on the 
implementation of this Act. 
 
The Act gives legal rights to individuals (data subjects) in 
respect of personal data held about them by others. 
 
The Trust has a duty to protect its Patients/Staff Information,  to 
look at the way it collects, processes and stores  information to 
make sure that we comply with the law. 
 
There are eight Data Protection Principles which underpin the 
Act.  All Trust employees must familiarise themselves with these 
and work within their boundaries. 
 
If you have any questions that cannot be answered in this 
booklet then please contact  the Information Governance Team 
on the following numbers:-  6583 / 6584 / 6645 
 
 
 
 
 
 
 
 
 

  

TTOO  SSUUMM  UUPP  
 

RREEMMEEMMBBEERR  TTHHAATT  IINNFFOORRMMAATTIIOONN  MMUUSSTT  BBEE::--  
 
 
 
 Held securely and confidentially 
 
 Obtained fairly and efficiently 
 
 Recorded accurately and reliably 
 
 Used effectively and ethically 

 
 

 
Shared  appropriately and lawfully 

  
  
  
  
  
  
  
  



PPRRIINNCCIIPPLLEE  88  
  
IINNFFOORRMMAATTIIOONN  SSHHOOUULLDD  NNOOTT  BBEE  TTRRAANNSSFFEERRRREEDD  OOUUTTSSIIDDEE  TTHHEE  
EEUURROOPPEEAANN  UUNNIIOONN  
 
 
Personal data shall not be transferred to a country or territory 
outside the European Union, unless that country or territory 
ensures as adequate level of protection for the rights and 
freedoms of data subjects in relation to the processing of 
personal data as we do. 
 
 Ensure consent is obtained 
 
 Ensure adequate protection 
 
If you need further guidance contact Information Governance 
Team on 01908 826583/ 01908 826584 / 01908 826645  or 
bleep 1503. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DDEEFFIINNIITTIIOONNSS  OOFF  TTHHEE  AACCTT  
 

 
1. What is meant by Personal Data? 
 Personal Data means data which relates to a living 

individual who can be identified from that data. 
 
2. What manual data is covered by the Act? 
 Data which holds identifiable information however small, 

and forms part of a relevant filing system. 
 
3. What is meant by Processing? 
 Obtaining, recording or holding the information or data,  

retrieval, consultation and use of. 
 
4. What is a Data Subject? 
 A Data subject is an individual who is the subject of 

personal data. 
 
5. What is a Data Controller? 
 A Data controller is a person whom alone or jointly with 

other persons determines the purposes for which and the 
manner in which any personal data are, or are to be 
processed. 

 
6. What is a Data Processor? 
 A Data processor, in relation to personal data, means any 

person, (other than an employee of the data controller) 
who processes the data on behalf of the data controller. 

  
  
  

  



  
DDEEFFIINNIITTIIOONNSS  OOFF  TTHHEE  AACCTT  CCOONNTT  

 
 

 
 
7. What is a recipient? 
 
 A recipient in relation to personal data means any person 

to whom the data is disclosed. 
 
8. Who is a Third Party? 
 
 A third party, in relation to personal data, means any 

person other than:- 
 

 T
he data subject 

 
 T

he data controller or 
 
 Any data processor or other person authorised to process 

data for the data controller or processor. 
  
  
  
  
  
  
  
  
  
  

  
  

PPRRIINNCCIIPPLLEE  77  
  
SSEECCUURRIITTYY  

 
 
We are all responsible for security and confidentiality in the 
Trust.  Make sure you follow Trust policies and procedures.  
Remember information is processed in many different ways:- 
 
 
 Telephones (Do you know the caller) 

 
 Fax’s minimise identifiable information – follow the fax 

guidance sheet 
 
 Patients Medical Records – always track and keep 

secure 
 
 Sticky Labels 

 
 White Boards – keep out of public view if personal 

information is contained on them. 
 
 Passwords – keep them secret / don’t share 

 
 Swipe Cards – do not share or let anyone tailgate. 

 
RREEMMEEMMBBEERR  IITT  IISS  YYOOUURR  RREESSPPOONNSSIIBBIILLIITTYY  TTOO  KKEEEEPP  

TTHHEE  IINNFFOORRMMAATTIIOONN  YYOOUU  UUSSEE  SSAAFFEE  AANNDD  SSEECCUURREE  AATT  AALLLL  TTIIMMEESS  
  
  
  
  



  

PPRRIINNCCIIPPLLEE  66  
  
  
PPRROOCCEESSSSEEDD  IINN  AACCCCOORRDDAANNCCEE  WWIITTHH  IINNDDIIVVIIDDUUAALLSS  RRIIGGHHTTSS  
 
 
All individuals have rights  with regard to their personal data as 
follows:- 
 
 
 
 Access to healthcare/staff records 

 
 To prevent processing likely to cause damage or distress 

 
 To prevent processing for the purposes of direct marketing ( 

an end to Junk mail) 
 

 A right to know if an automated decision has been taken. 
 

 To have their data Rectified, Blocked, Erased or Destroyed 
 

 To request an assessment by the Information Commissioner 

  
  
  
  
  
  

  

PPRRIINNCCIIPPLLEE  11  
  
  
PPEERRSSOONNAALL  DDAATTAA  SSHHAALLLL  BBEE  PPRROOCCEESSSSEEDD  FFAAIIRRLLYY  AANNDD  
LLAAWWFFUULLLLYY  
 
 
There should be no surprises, Data Subjects must be informed: 
 
 Why we collect their information 

 
 What we intend to use it for 

 
 Who we may share it with 

 
 How we store it 

 
 
Information is used in many ways including research, training, 
continued healthcare, audit purposes etc.  Individuals have a 
right to choose if they wish to be involved in these activities.  
Document their wishes where necessary. 
 

Be open and honest with Data subjects and keep them 
informed on a regular basis. 

  



PPRRIINNCCIIPPLLEE  22  
  
  

PPEERRSSOONNAALL  DDAATTAA  SSHHAALLLL  BBEE  OOBBTTAAIINNEEDD  OONNLLYY  FFOORR  OONNEE  OORR  
MMOORREE  SSPPEECCIIFFIIEEDD  AANNDD  LLAAWWFFUULL  PPUURRPPOOSSEE  
 

 
Only  use personal information for the purposes for which it 
was collected. 
 
Personal information on our Patient/Staff Administration 
systems must only be used for their original purposes. 
 
Information must only be accessed on a need to know basis, 
you have a legitimate reason to do so.  It is NOT a database 
tool to be used by staff for looking up the information of 
relatives and friends. 
 
Information should only be shared if you are certain it is 
appropriate to do so.  Please refer to Trust policies,  
procedures and protocols for further guidance. 
 
If you are unsure always check with your line manager or the 
Information Governance Team. 

  
  
  
  
  

PPRRIINNCCIIPPLLEE  55  
  
  
NNOOTT  KKEEPPTT  FFOORR  AANNYY  LLOONNGGEERR  TTHHAANN  NNEECCEESSSSAARRYY  
 
 
 
 
Ensure that you:- 
 
 Follow the NHS Retention Code of Practice Parts 1 & 

2 and your own departmental guidelines. 
 

 Undertake regular housekeeping 
 

 Dispose of information in line with Trust Policy 
 
Think about:- 
 
 
 Diaries  

   
 Individual note books 

  
 Memory joggers   

 
 Handover notes   

 
 Theatre lists 

 
AALLWWAAYYSS  DDIISSPPOOSSEE  OOFF  IINNFFOORRMMAATTIIOONN  CCOORRRREECCTTLLYY  AANNDD  SSEECCUURREELLYY  

  
  
  
  



PPRRIINNCCIIPPLLEE  44  
  
AACCCCUURRAATTEE  AANNDD  UUPP  TTOO  DDAATTEE  

  
 
 
Information must be kept accurate and up to date.   Take care 
when inputting data think about the steps you can take to make 
sure it is accurate. 
 
Check:- 
 
 Name 

 
 Address 

 
 Telephone 
 
 Next  of kin etc 
 
Each time a patient attends a clinic they should be asked to 
confirm their details. 
 

Avoid creating duplicate records, check existing records 
thoroughly before making new ones. 

  
  
  
  

PPRRIINNCCIIPPLLEE  33  
  
AADDEEQQUUAATTEE,,  RREELLEEVVAANNTT  AANNDD  NNOOTT  EEXXCCEESSSSIIVVEE  

 
 

 
Only collect and keep information you require.  Cut down on 
excessive record keeping. 
 
Do not hold information which is not relevant for the purpose it 
was collected for and would not be called upon for use. 
 
Important points to remember are:- 
 
 Stick to facts – avoid personal opinions 

 
 Explain all abbreviations 

 
 Writing should be clear and  legible  

 
 Dispose of duplicate information 

 
 Regular housekeeping should be carried out 

 
 

  



  

 

Access to Health 
Records 

Processing 

Data Protection 

Quality/integrity 
Availability 

Accurate & up to 
date 

Fair & Lawful 

Destruction 

Principles 
 

  

 

 

 

 
 

Security 

Who’s around – can 
be overheard 

Can your 
computer screen 
be seen  

How 

Confidentiality 
Telephone 
(identify caller) 

Right to Disclose 

Where 

Primary 
Care 

Why 

Right to Know 

Who 

Sharing 

Consent 
Statutory 

Secondary Use 
 

 

 

 

 

 

 

 

 

 

 

 

Smartcards 

 

 

 

 

 

 

 

Passwords 

Log off & 
Lock 
computer 

Clear Desk 
Policy 

Swipe 

Encryption 

Anonymisation 

Windows/Doors/Blinds  

 

 

 

 

 

 

 

 

Log Off 
 

Ctrl-Alt-Delete-
Return   

 Memory Map 


